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P R 090150Z OCT 75 
FM AMEMBASSY JAKARTA 
TO SECSTATE WASHDC PRIORITY 661 
INFO AMCONSUL MEDAN 
AMCONSUL SURABAYA 
AMCONSUL HONG KONG 

CONFIDENTIAL JAKARTA 12347 

DEPT FOR A/SY/FO; HONG KONG FOR RSS RTC 

EO 11652: GDS 
TAGS: ASEC 

SUB J : PROTECTION AFFORDED PUBLIC ACCESS AREAS 

REF: A. STATE 210312 B. STATE 211364 C. STATE 220271(NOTAL) 

D. MEDAN 539(NOTAL) E. SURABAYA 618 (NOTAL) 

1. SECURITY PROTECTION AFFORDED ALL US AGENCIES IN JAKARTA 
(EMBASSY, USIS, USAID, LOC AND US DEFENSE LIAISON GROUP) HAS 
BEEN IMPROVED BY SEPARATING VISITORS' AND EMPLOYEES' ENTRANCES 
AND PARKING AREAS. ALL VISITORS ENTER THE MISSION COMPOUND VIA 
THE VISITORS' GATE AND ARE REQUIRED TO PARK IN AN AREA TEMPORARILY 
IDENTIFIED AND SEPARATED BY BARRELS AND ROPE. VISITORS ARE 

THEN CHANNELED TO A MARINE GUARD CONTROL POINT (LOCATED IN THE 
PARKING LOT) WHERE ALL HAND CARRIED ITEMS ARE INSPECTED AND A 
VISITOR'S PASS ISSUED. THE MARINE SECURITY GUARD OCCUPIES A 
TEMPORARY WOODEN AND GLASS BUILDING WHICH HAS BEEN REINFORCED BY 
SAND BAGS. 

2. IN ADDITION TO CONTROLLING VISITORS, ALL EMPLOYEES ARE REQUIRED 

TO DISPLAY IDENTIFICATION CARDS WHEN ENTERING THE EMPLOYEES' ENTRANCE 
IN A NON-CD 12/B12(US MISSION) LICENSED VEHICLE. ID S OF EMPLOYEES 
IN US MISSION LICENSED VEHICLES ARE SPOT CHECKED. CHAINS HAVE 
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BEEN INSTALLED ACROSS BOTH GATES TO PREVENT UNAUTHORIZED ENTRY. 
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3. DURING THIS SPECIAL THREAT PERIOD, FOUR LOCAL POLICE OFFICERS 
(TWO UNIFORMED, TWO PLAINCLOTHES) ARE ASSIGNED TO THE MISSION S 
ENTRY GATES. IN ADDITION, THE MISSION AND COM'S RESIDENCE ARE 
CHECKED THREE TO FOUR TIMES PER DAY BY A ROVING POLICE PATROL. 

4. FOR ADDITIONAL SECURITY, POST PLANS TO USE CCTVS AND TAPE 
SWITCHES TO MONITOR PERIMETER/VISITOR BARRIERS AND TO INSTALL A 
WALK-THROUGH AIRPORT TYPE METAL DETECTOR AT THE VISITOR CONTROL 
POINT. PLANS ARE ALSO BEING DEVELOPED TO ENCLOSE THE CHANCERY'S 
STAIRWELL AND TO GRILL ALL SECOND FLOOR WINDOWS. 

5. COST ESTIMATES FOR PERMANENT WALLS, MSG CONTROL POINT, OTHER 
SECURITY IMPROVEMENTS AND IMPROVEMENTS FOR AMCONSULATE MEDAN AND 
SURABAYA WILL BE SUBMITTED TELEGRAPHICALLY AS SOON AS KNOWN. 
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